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Facebook tracks 'OceanlLotus' hackers to IT firm in Vietnam (yahoo.com)

By Jack Stubbs and James Pearson

LONDON/ HANO}Cy(bReerusteecrusr)i ty i nvestgators at Fac

|l ong suspected of spying on behalf of the Vi
City.

The announcement on Friday is the frst tme F
operaton and, i f confrmed, wbak#debecgbeaseie
tracked to a specifc organisaton.

The hacker s, known as OceanlLotus or APT32, h
sidents, businesses and foreign ofcials. Reu
break into China's Ministry of Emergency Man
-19 outbreak frst spread.

Facebook said it had found |Iinks between cyb
Vietnamese company called Cyber One Group, wh
di strict of Ho Chi Mi nh city.

CyberOne Group denied being connected to the

"We are NOT Ocean Lot us, a -pregpeomd e eF ad enlgo «
when contacted by Reuters "lt'"s a mistake."
Vietnam's foreign ministry, which handl es en
respond to a request for comment. The minist
atacks

Facebook said the hackers had used its plato
which employed fake accounts to trick target
interests.

Nat hani el Gl eicher, Facebook's head of cyber
dence that I inked CyberOne's Facebook page
to other OceanlLotus atacks.

e declined to detail the exact evidence, sa
track in the future. But he said it included
tools and techniques.

"The actors in this space use some very defn
observe those, it really does harm our abili

Continue on next page

Disclaimdihe listing in this newsletter of a book title or a film does not mean endorsement or approval by SACEI.


http://www.sacei07.org
http://www.sacei07.org/
https://www.yahoo.com/finance/news/facebook-tracks-oceanlotus-hackers-firm-010255011.html
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AY
MOVI E THEATRE AND YOGA :

1
Al t hough OceanLotus has not gained the |l evel of ‘mad koaid et
hacking operatons, it has been prolifc in Southeast Asi a.

1

Ben Read, a senior ma

nager at -BtéSnneybéveasielclud, ty fesmeidrn atf
security group ESET, said

a
a the hacking actvity uncovened |

1
Read said OceanLotus had been actve since athalckagdt o2@Rhdi.
ton actng in support of Vietnamese government". :
1
acebook said it did not have sufcient evidence to atrib
the names CyberOne Security, CyberOne Technologies, I-:Ianh
1
CyberOne reveals |litle informaton about itself on ig'[esI we |
of "essental security technologies" :
1
1
LA careers page that was removed shortly afer Reuters i1coni
iskills and experience in malware analysis Recruiters bo:
'movie theatwobpekawdgafer .
i 1
1

1
. ln Vietnam, Facebook is navigatng a standof with governm
ycensorship demands :
1 1

1
:Reuters reported in April t hat Facebook had comgltiadde:‘witl
:posts afer its servers in Vietnam were taken ofine, S| owil
:
1
1
1

1
(Additonal reportng by Raphael Sater in Washington; BEdit
1

I
Two months afer her arrest, Reporters Wi thout Bordersg (R
i st Pham Doan Trang with a petton and a video in whicgh V
bol of the fght for the freedom to inform in Vietnam.

Arrested at her Ba €he Wi ght Coff o wbhdamtadieatnfeVieteamesed 1 n f
mat on websites igehacijnangl aspaosi@mbpdeweordirome rcth aprgep aagand a,.
I

@.[F =

1

1
I n the #FreePham®barnellveaadsgeod by RSF, Vi etnamese journa:list
France, Germany, Taiwan and the United States take advan
cannot say without risking |l ong prison sentences.

Continue on next page,
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https://rsf.us7.list-manage.com/track/click?u=5cb8824c726d51483ba41891e&id=36dbafd73d&e=e009b72fb8
https://rsf.us7.list-manage.com/track/click?u=5cb8824c726d51483ba41891e&id=274ea5fe39&e=e009b72fb8
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1
¥ with the aim of avoitddinyg 5a2 lbfy ntgNdpyirdgs pm essnutrenoa f dre Vi
thBe8F i s also | dwmchiheg i immedpattomnd unconditonal relbeas

waswarded the RSF Press Freedom Prize for I mpact in 20019
1

OBecause of her bravery and her generosity, Pham Doan Trang has become a symbol of the fight to provide her fellow Viet-

namese citizens with reliable, independent journalism> ¢ ai d Dani el Bas@ aARa, caitfhce dheesakd. ,0 f F

are strictly contro®| pdopggahdacbmmeaustYparalyso expriess
society, which is now vef&y actve despite state censorshi,

1

1

1

1

1

1

1

1

1

! 1
:éBy signing this petton for her release, you demonstr:ate
1

1

1

1

1

1

1

. Suggested by Bill Laurie

1

This volume is a com@r ghremstievse satnudd ymoaosft \Gioentt n
gwriter who died tragically in 1939 at the age
. coll ecton of politcally provocfacttvoen nroevpeolrst aagned
i "were banned by the communist state from 1:960

o 1
Leading Vietnam scholar, Zinoman, resurrects

author in order to reveal a neglected pol:ltca
counts of modern Vietnamese politcal hi stiory.

Jof a localized republican traditon that oppos
t algasnmd t hat | ed both to the banning of his w

in Vietnam today.

Available on Amazon
https.//www.amazon.com/Vietnamese-Colonial-Republican-Political-Vision/dp/0520276280/

— e e e = — —
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https://rsf.us7.list-manage.com/track/click?u=5cb8824c726d51483ba41891e&id=548a8ddce7&e=e009b72fb8
https://rsf.us7.list-manage.com/track/click?u=5cb8824c726d51483ba41891e&id=d7dcae97ff&e=e009b72fb8
https://www.amazon.com/Vietnamese-Colonial-Republican-Political-Vision/dp/0520276280/
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Brittanya Karma, G&fragramese Social Media, Dies at 29

Brittanya Karma, German-Vietnamese Social Media Star, Dies at 29 - The New York Times (nytimes.com)

Britanya Klaemabpokdeterdst agr am |

1
:
|
Featured in a magazine? Check. - Vv?
on Vietnamese TV? Check. Acqui Vs O
Check. :
I
The number of check mar ks on t : 1850
short i fe. Ms .-G&Kramanra , r ap /e re t an -
sion star, died on Nov. 29 in gy was
she |Ilived. She was 29. Thle9 , c ahuc of
agent said. |
\ I
I
Ms . Kar ma was frst notced s-eve e ar \
| anguage Facebook post in whic : \ ked he
viral, garnering more than a million clicks. Shée qui
l'ife in Germany and speaking out against body sHhamin
account. Two years ago she started a TikTok account
name Manu. !
1
Ms . Karma used her YouTube channel to communicate Wi
would generally speak to her German fans. I'n the man
gram and Facebook, she t ol—ddusrtionrg @sh|iocsmaydeeasits rdeavnerealn t
around the house with Manu. :
I
I
Seddnf dence i s ésnye supied pioveane of her TikTok videos.

[}
Amusicftvmddoin Hamburg and released | as® yagagre ad mb Sdie
dances with her sister and friendmsagaend nr ap ssoinrg Wihetsn
translé@drefsd&@arsc e .

The video has been viewed more than 3.7 million

I
I
[}
I
I
I
:
She al so appeared on German television as a comment a
was featuredl® iwnertdiiacen 8afu het pr . :
I

1
6She was so generosuasi,d adhnaorsitl at ol cah afganual otu,, a friendd wh
Kar@avideos andc wimme waat derdofc osfeal hag & Vhundred jeuro
| ast hundr@ dt ®lkue oss a&lhle out to dinneré and make sjur e

I
Afer falling ill with Coaidelifne NonwelmbstrggrMsm iKrarwiai q
to be an @®Ggrgema matskul d be édlmak emr antoeg.e seriously,!

1
I
Continue on next page!
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https://www.nytimes.com/2020/12/11/obituaries/brittanya-karma-dead-covid.html?surface=most-popular&fellback=false&req_id=409102987&algo=bandit-all-surfaces&variant=0_bandit-all-surfaces&imp_id=385706541&action=click&module=Most%20Popular&pgtype=Homepage
https://www.instagram.com/p/Bw2m7pTFSIt/
https://www.youtube.com/watch?v=O32JGW6emVo&feature=emb_title
https://www.instagram.com/p/CHsJ2Ytlgqc/
https://www.instagram.com/p/CHsJ2Ytlgqc/
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Brittanya Karma di

Ms . Kar ma waki bobr Ng®PhWwe@eongn Hamburg on March 22, 199
father was Lee Tr ancl aSshse ngeriegwh buopr hiono da, mmiodtd Ifear fy om
built afer World War 11 and worked odd jobs in High
1
1
gh s chohoolp sdhaen cset uvadnide dwohrikped i n restaurantjys, |
ef

Afer h
r y ran her own Asian restaurant before Hand
1

She b
Ms . Karma kept tes with Vietnam. She traveled thiere
gain notce on soci al medi a andihomuebeismiedﬁp@bf@fllrenresj
singer and rapper B&o |lAanrhg eosnt ssotmaeg eosf. Vi et nam

i bl

O - - -

She is survived by her parents and two younger

Kar
S

| nTiak Tols hwitdaelawwr i ng t he @ aNdwenmdlagrs lodc lGeaowra,nyMs .
aboutcoxmndldfence while eatng a bowl of boiled praw

Let even your hat é&Wat cshe eh oyw ul,é¢ erhjeo ya dmyi sleisf: e .

| i! “REACH 1 MilLjoN VIEWS ON FACESOOK v
| -BEON VETNAMESE TV
| -BE 0N GERMAN TV
| -OPEW A SHoP v
| -BUY MY HortiEe A CAR v
- -BUYMY MOTHER # STORE,
I —OWN # RESTAVRAN T \/
!
J
|
!

~GET MARRIED, 5 KIDS

“BUY A LAMBORHINI

—BE IN & MAGAZINE \/
~BUY k HOUSE IN VIETWA M il
=DO STAND VP SHOW (once) i
| ~RECORD A SONG (*MUSIC VIDED) g.
-SELL WIGS f _
~BE IN # MOVIE d

e e e s ala Rt
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https://www.youtube.com/watch?v=CFkOaGVTX_M&feature=youtu.be
https://www.tiktok.com/@karmanuuu/video/6892520426342239489?u_code=a8aja&share_ab_group=5&timestamp=1543855857&utm_campaign=client_share&app=musically&utm_medium=ios&user_id=2901483&tt_from=facebook&utm_source=facebook&source=h5_m

